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<57> Abstract 

The invention provides a device <t) for providing a transparent eichange of commands and data between an IC card < It ) and a 
remote terminal (42) via a communication network (41). The device (l> acoustically couple* me IC card (II) with a telephone set (43). In 
order to speed up the enchanae of data and command*, the device (I) preferably utilizes high level commands which represent several low 
level raid commands. However km level commands may also be transparently passed as a special high level command. The device < |> 
i> meipemivc but allows an efficient me of IC cards for e.f . payment and identification purposes. 
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A device for transparent interaction between an IC card and a 
terminal 


BACKGROUND OF THE INVENTION 

The invention relates to a device for interaction between an IC card 
and a remote terminal More in particular, the invention relates to a device 
which enables a direct interaction between an IC card and a remote terminal, 
5 using a communication system* 

Nowadays, there is an increasing demand for remote services. Thus 
through television various products and services are offered which consumers 
can order at home. Such services include "video on demand* (VOD), tele- 
shopping and tele-entertainment. Consumers want a prompt delivery of 
10 products ordered or a prompt access to entertainment services, such as video 
on demand. In order to prevent abuse of this kind of services, either an 
immediate payment should be made, or the identity of the user should be 
verified, before performing the service. 

IC cards or smart cards are widely used today for effecting payments in 
15 eg, public telephones (pay phones). An IC card contains an integrated circuit 
(IC) with a memory and, in more advanced cards, also a microprocessor. Such 
cards allow to make payments by deducting an amount to be paid from a 
balance on the card. In advanced cards such payments are secured by 
protocols involving the cryptographic processing of certain data and the use of 
20 associated keys. In this respect, reference is made to e.g. EP 0 637 004 and US 
5 247 578. 

Advanced IC cards also allow the identity of the card to be established, 
e-g. by transmitting a (cryptographicaily processed) card identity number. If 
access to the card is protected by means of e.g. a secret personal identification 
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number (PIN), the card may be employed for user verification, Le. for 
securely establishing the identity of the user. Such a user verification is not 
only necessary when a prompt service is desired, but also when payment 
transactions without an instantaneous delivery of a service or product are 
5 carried out in a remote manner (eg. tele-banking). 

Presently, payment systems exist, such as the credit card systems, with 
which payment information is sent to a payment organisation via a telephone 
set For this kind of transactions, the telephone set concerned is especially 
adapted with a card reader and, optionally, with a keyboard. Such devices 
10 have the disadvantage that they are relatively expensive. It is not to be 
expected that large numbers of consumers will within the foreseeable future 
buy such a device. 

Furthermore, it is known in practice to communicate, via a standard 
telephone set, a credit card number in an oral manner. This has the 
15 disadvantage that third parties (&g. by intruding the telephone connection) 
can easily abuse the number. 

Several devices for communicating with an IC card are known from the 
Prior Art. US 5 189 287, for example, discloses a system for transmitting data. 
The system comprises portable units, each provided with a card slot for 
20 receiving a dual chip memory card in which data are stored, and optical and 
acoustical transceivers for exchanging information with special optical 
terminals and with remote system* via a telephone network, respectively. The 
units comprise processing means, such as a microprocessor, for processing 
data which may be manually entered using a keyboard. 
25 WO 95/04328 also discloses a device for communicating with an IC 

card. This Prior Art device comprises a microcomputer and an associated 
operating system, arranged for running application programs. The device is 
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arranged for the processing and storage of financial data, the processing 
comprising the cryptographic processing of the data. 

WO 91/07042 discloses a portable automated teller machine. The 
device, which comprises a microprocessor, operates without the need for a 
5 direct connection to a telephone line and is thus basically a stand-alone unit 

EP 0 451 288 discloses a portable data collection and transmission 
device for use with an IC card. The device, which comprises an acoustic 
coupler to communicate via a telephone line, further comprises s memory for 
storing data. Stored data can thus be transmitted. 
10 WO 94/28498discioses a device for communicating with an IC card. 

The device does not have acoustic means for communicating with a telephone 
set but needs a seperate connection to a subscriber line. 

These Prior Art devices are basically stand alone units, provided with a 
microprocessor or the like for processing data independently from a remote 
15 terminal or system. 

SUMMARY OF THE mvgWTTPW 

An object of the invention is to eliminate above-mentioned and other 

disadvantages of the prior art and to provide a device which enables carrying 
20 out a protected information exchange in a simple and inexpensive manner, 

especially for the purpose of remote user identification* 

Another object of the invention is to provide a device for user 

verification over a communication system, particularly over a non-protected 

telecommunication system such as the public telephony system. 
25 A further object of the invention is to provide a device for carrying 

out, in a remote manner via a telephone connection, a secure user verification 

for the purpose of electronic services, such as electronic payment transactions. 
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A ttill object of the invention is to provide a simple and inexpensive 
system for electronic payment transactions on Ac basis of communication 
means which already exist or are at least are not specifically equipped for user 
verification, 

5 A yet further object of the invention is to provide a device for use in 

combination with a telephone set and an IC card, which device enables a more 
efficient exchange of secure messages. 

To this end, the invention provides a device for exchanging data 
between an IC card and a remote terminal via a communication apparatus, the 
10 device comprising means for connecting with the IC card; means for 
acoustically transmitting information to the communication apparatus; means 
for acoustically receiving information from the communication apparatus; and 
control means, which means are mutually coupled for the purpose of 
exchanging information between the communication apparatus and the IC 
15 card, which device according to the invention is characterised in that it is 
arranged for the transparant transfer of data. 

The present invention is based on the insight that for a secure 
communication between an IC card and a remote system, use can effectively 
be made of the features of present day cards (smart cards). In effect, by 
20 utilizing the intelligence of the card, the intelligence of the device can 
substantially be dispensed with. By providing a transparant transfer of data, 
the device can be kept simple while the secure exchange of data between the 
IC card and the remote terminal is substantially left intact. By providing a 
transparant transfer device, a secure and reliable end-to-end communication 
25 between the IC card and the remote terminal is made possible. 

A preferred embodiment of the invention is also based on the further 
insight that the acoustic path between the transfer device and the telephone 
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set is limited in speed, while a secure use of IC cards involves the time- 
consuming exchange of a plurality of commands and other data between the 
IC card and the remote system. To solve this further problem, the device of 
the present invention Is preferably arranged for communicating with the 
5 remote terminal on a first level and with the IC card on a second level, each 
' level involving a different data rate* In this way, the transparant exchange of 
data can be adapted to the particular transmission path* 

Preferably, in the device according to the invention a command of the 
first level comprises a single command of the second leveL By retaining a one* 

10 to-one relationship between commands of the two levels, it is possible to pass 
a second level command as a first level command from the remote terminal to 
the device of the invention. Advantageously, however, a command of the first 
level represents one or more commands of the second leveL In this way, the 
number of second level commands which need to be exchanged between the 

15 device and the remote terminal can be drastically reduced* 

Furthermore, the invention provides a system for electronic payment 
transactions, comprising a telecommunication network, a service provider 
which is coupled to the network, which service provider is arranged for 
carrying out electronic payment orders, a communication apparatus which is 

20 also coupled to the network, an electronic IC card which is arranged for 
secured transactions, and a device for transparently passing data between the 
IC card and the communication device. 

The invention is thus based on the understanding that only a coupling 
between an intelligent card (smart card) and a communication apparatus has to 

25 be set up in order to enable a safe remote card and/or user verification for 
services. 


tS 

ETEHMPTrAKT embodiments 

Hereinafter, the invention will be elucidated more in detail with 
reference to the Figure*. 

Fig. I shows a side and top view of a first embodiment of a 

5 device in accordance with the invention; 

Fig. 2 shows in a perspective view a second embodiment of a 

device in accordance with the invention; 
Fig, 3 shows the embodiment of Fig. 2 in a side view; 

Fig. 4 shows diagraxnmaticaliy the internal structure of a device 

jq in accordance with the invention; 

Fig. 5 shows diagraxnmaticaliy an alternative internal structure of 

a device in accordance with the invention; 
Fig. 6 shows diagrammatkally the exchange of messages between 

the constituent pans of a remote payment system in 
25 accordance with the invention; 

Fig. 7 shows diagnmmatically an embodiment of a payment 

system in accordance with the invention. 
A preferred embodiment of a device in accordance with the invention 
is represented, by way of example, in Fig. 1. The devices 1 shown in Fig. 1 
20 comprise a housing 2, a microphone 3, a loudspeaker 4, a diiplay 5, a control 
button 7, and keys 9. In the housing 2, a slot S has teen recessed for inserting 
an IC card 1 1. The side view of the device 1 shows a connector 12 for (serial) 
data exchange with e.g. ft computer. 

The microphone 3 and the loudspeaker 4 constitute acoustic trans- 
25 ducers for convening electrical signals into acoustic signals (for instance 
DTMF tones) in order to establish an information exchange between IC card 
11 and a communication apparatus, such as a telephone set. Although they are 


W09KM4S3 PCT7EP96/OI739 

7 

shown as separate units in Fig. 1, the microphone 3 and the loudspeaker 4 
may be combined into a single unit. 

The device 1 can be activated by the control button 7. However, the 
device may also be activated by an internal switch which acts upon the 
5 presence of a card 11, in which case the control button 7 may be omitted. The 
display 5, which preferably is constituted by an LCD display screen, serves as 
an indicator of the status of the device in order to facilitate its use. 
Alternatively, LED* (not shown) or a tone and/or voice generator can be used 
for this purpose. In latter case, the loudspeaker 4 can advantageously be used 
10 for ttc purpose of indicating status. The keys 9 serve to enter data, such as a 
personal identification code (PIN) of the user of the IC card 11. 

The housing 2 preferably has a such a form that, while using the device 
1, it can be held easily in one hand. This criterion is met with the shape 
shown in Fig. 1, but could also be met with e.g. a round or oval shape. 
15 The alternative embodiment of the device 1, shown in Figs. 2 and 3, in 

accordance with the invention comprises a housing 2, a microphone 3, a 
loudspeaker 4, a first LED 5, a second LED 6, and a control button 7. In the 
embodiment shown, the housing 2 is composed of two parts 2a and 2b, which 
are interconnected by means of a hinge 10. In the housing 2 (pan 2a) a slot 8 
20 is recessed for inserting an IC card 11. Furthermore, the device 1 comprises 
keys 9 for entering, inter alia, numerical data. The housing, which is 
composed of the two pans 2a and 2b, is preferably implemented in such 
manner that it can be folded and unfolded. In the folded state, inter alia, keys 
9 and the microphone 3 are protected; in the unfolded state, the distance 
25 between microphone 3 and loudspeaker 4 is approximately as large as the 
distance between loudspeaker 14 and microphone 15 of the receiver 13 of a 
telephone set. Possibly, the hinge 10 can be realised in such manner that when 
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unfolding the boosing, the device is automatically activated so that the control 
button 7 can be omitted. 

The receiver or handset 13, shown in Figs. 2 and 3, is provided with a 
loudspeaker 14 and a microphone IS. A cord 16 connects the receiver 13 to a 
5 communication apparatus, such as a telephone set (not shown). 

The mode of operation and the use of device 1 will be further 
explained later with reference to Figs 4*7. 

In Fig. 3, device 1 and receiver 13 of Fig* 2 are shown in a side view. 
As shown in Fig. 3, when the device 1 is used, the loudspeaker 4 is situated in 
10 the vicinity of the microphone 15 of the receiver 13. Moreover, the 
microphone 3 of the device 1 is then situated in the vicinity of the 
loudspeaker 14 of the receiver 13. For the protection of the microphone 3, it 
has been arranged in such manner that it is protected by the part 2b in folded 
state of the housing 2. This positioning at the "interior" in practice does not 
15 prove to pose a problem. Possibly, the microphone 3 can be arranged at the 
other side of part 2b. It is noted, that for the sake of clarity, the microphone 
has been shown spherical in Fig. 3; however, in practice a flat microphone can 
also be used. 

The device in accordance with the invention can be realised as a device 
20 which can be held in one hand, as is shown in the Figs. 1, 2, and 3; however, 
it can also be realised as a "table-top version* on which a receiver of a 
telephone set can be placed. Furthermore, the device in accordance with the 
invention may be implemented as being integrated in or/and coupled to a 
telephone set or other communication device, such as a facsimile apparatus. 
25 The internal composition of the device (1 in the Figs. 1,2, and 3) in 

accordance with the invention and diagnunmatically shown by way of example 
in Fig. 4 comprises a control unit 20, a coupling circuit 21, a card connector 
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22, a loudspeaker 23, a microphone 24, a signalling unit (optional) 25, a 
keyboard (optional) 26, and t power supply 27. For the sake of clarity, the 
housing 2 is not shown in Fig. 4. The loudspeaker 23 and the microphone 24 
may correspond to the microphone 3 and the loudspeaker 4 respectively of the 
5 Figs. 1, 2, and 3. The optional keyboard 26 may be constituted by the keys 9 
in the Figs. 1, 2 and 3. 

In the housing (2 in the Figs. 1, 2 t and 3) of the device, a space has 
been recessed in which an IC card can be inserted via a stor (8 in the Figs. 1 
and 2). In this space, the card connector 22 has been arranged for providing a 
10 mechanical and electric contact with the IC card. Such a connector can be 
implemented in accordance with Standard ISO 7816. In case so-called contact- 
less cards are used, the connector can advantageously be replaced by suitable 
(electromagnetic) means for exchanging information with the card, such as a 
transceiver provided with suitable antenna means. 
15 The coupling circuit 21, which provides the coupling between, on the 

one hand, connector 22 and, on the other hand, loudspeaker 23 and micro- 
phone 24, for instance comprises a DTMF transducer 28, a multiplexer or 
fork circuit 29 and an (optional) rate adaptor 30. Under the influence of 
control unit 20, information is exchanged between the connector 22 (and the 
20 IC card connected thereto) and an (acoustic) transducer 31, which is 
constituted by the microphone 24 and the loudnptMk^r 23. The acoustic 
transducer 31 transforms electrical signals into acoustic signals and vice versa. 
Possibly, the transducer 31 can be implemented in such manner that it 
conducts a transduction between electric and optical signals, in which case the 
25 loudspeaker 23 would be replaced by e.g. an infrared transmitter and the 
microphone 24 e.g. by an infrared receiver. Another possibility would be to 
replace the transducer 31 by a line interface which provides an (electric) 


10 

coupling between the device and * communication network. 

The signalling unit 25 attend* to the signalling to the user, eg. 
indicating the status of the device by means of, for example, the LBDs 5 and 
6 shown in Fig. 2. Advantageously, the signalling unit 25 can be provided with 

5 a voice generator for producing spoken instructions for the user. 

The power supply 27 is preferably formed by a battery, but can also 
comprise a coupling to the power supply of a telephone set. The device in 
accordance whh the invention can be provided with a keyboard 26 (keys 9 in 
Fig. 2) for entering a code. Said code may comprise a Personal Identification 

10 Number (PW) or a telephone number or access code, respectively, for 
example of an institution for effecting payments. Telephone numbers andVor 
access numbers may also be entered via the keyboard and be stored in the 
device and/or the IC card. When ISDN ii used (for example via the so-called 
SBus), the keyboard 26 may be used for entering access numbers. Possibly, 

15 the keyboard 26 can also be suited for entering non-numerical data {alpha 

numeric keyboard). 

The device in accordance with the invention can be used in the 
following way. The user pushes the control button (7 in the Figs. 1, 2, and 3), 
upon which the device is activated. The first LED (5 in Fig. 2) blinks, in 
20 order to indicate that the device is active. At all limes the device, and 
consequently the IC card, can be blocked or de-activated by depressing the 

control button again. 

The user then places the device 1 near the receiver (13 in the Figs. 2, 
3, and 7) of the communication apparatus (e.g. a telephone set) and enters his 
25 identification code (for example . PIN) on the keyboard 26. If the device 1 is 
not provided with a keyboard, the code may be entered on the communication 
apparatus- A period of time can also be entered, for example a maximum time 
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limit of the verification session or of using the service concerned With the 
identification code, the IC card is activated. It should be understood that the 
identification code itself need not be transmitted to the communication 
apparatus, only to the IC card. This further enhances the security of the 
5 device. 

Subsequently, the user dials the number (for example the telephone 
number) of the service or organisation desired, by entering this number on 
the keyboard of device 1 or of the telephone set (43 in the Figs. S and 6). If 
the number is stored in the device or in the payment means, this number can 

10 be issued automatically. Then, the verification session between the service 
provider (service organisation or institution) and the IC card is started. 

In the first part of the session, the user places the microphone (3 in the 
Figs. 1, 2, and 3) of the device 1 near the loudspeaker (14 in Figs. 2 and 3) of 
the telephone handset 13 in order to receive information. If this has 

15 proceeded well, the first LED (5 in Fig. 2) starts to light up permanently and 
the second LED (6 in Fig. 2) starts blinking in order to indicate to the user 
that the second part of the session can commence. To this end the user places 
the loudspeaker (4 in the Figs. 1, 2, and 3) in the vicinity of the microphone 
(15 in the Figs. 2 and 3} of the receiver (13 in the Figs. 2 and 3). If transmit- 

20 ting information by the device 1 proved to be successful, the second LED (6 
in Fig. 2) will start to light up permanently. This completes the transaction 
(e.g. user verification or payment). Preferably, the service provider or 
institution for effecting payments will give a return signal to the user via the 
device 1. When is session is completed, both LED* will extinguish. 

25 The above scenario is only given by way of example; it will be 

understood that many other scenarios are possible. 

The device in accordance with the invention can be provided whh 
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means (known per se) for voice recognition. First, it is then possible to make 
the device 1 voice-controlled, so that poshing the control button and keys can 
be omitted. This is especially, bat not exclusively, advantageous for ill-sighted 
persons or disabled persons. Second, it is possible to offer an additional user 
5 verification by means of voice verification, that is to say, to identify the 
speaker unambiguously on the basts of his voice. Possibly, entering a PIN 
code can then be omitted. 

The information which is exchanged via the device 1 between the 
telephone set and the IC card, can comprise at least three kinds of 

10 information. First, identification or verification information for verifying the 
identity of the user. After all, before a payment can be charged to an account, 
the user identity must be established. The information exchanged may further 
comprise payment information. That is, in the case of debiting a card, 
information relating to the balance remaining on the card and the value which 

15 must possibly be written off the card. Furthermore, dialling information can 
be exchanged, or can at least be emitted to the telephone set by the device. 
Possibly, the telephone set can emit dialling information to the device for the 
purpose of later usage (requesting an access number of s payment 
organisation). Said dialling information can for example be stored in the IC 

20 card. 

As appears from the above, device 1 forms an interface between the 
telephone set and the IC card, transferring information in two directions. The 
facilities of the IC card (processor and memory with verification algorithm) 
may be used for performing a user verification and/or a card verification 
25 (which verification is preferably protected in a cryptographic manner). Since 
the built-in facilities of the IC card are utilized and the device basically only 
passes commands and/or data in a transparent manner, the device 1 can be 
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very simple and therefore inexpensive* Furthermore, the device in accordance 
with the invention is interchangeable, that is to say, the device can be used by 
different persona which each have their own IC card. 

The device 1 may be composed of commercially available components. 
5 The control unit 20 can be formed by a microprocessor and a memory. An 
additional memory (not shown in Fig. 4) may be provided for e.g. storing 
access codes and/or PIN codes. Preferably, the various electronic components, 
such as the control unit 20, the coupling circuit 21 and the signalling unit 25 
are accommodated in a single application-specific integrated circuit (ASIC). 
10 ' Fig. 5 shows an alternative internal arrangement of the device 

according to the invention. In the arrangement shown, the control unit 20 is 
constituted by a micro-controller, ie. a microprocessor with a built-in 
memory and possibly additional circuits. As the micro-controller 20 preferably 
comprises input and output ports (UART), the multiplexer 29 and the rate 
15 adaptor SO may be emitted. The DTMF transducer 28 has been replaced by a 
modem. A display 32 is connected to the micro-controller 20. An erasable 
programmable memory (EPROM) 33, which may be constituted by an 
EEPROM or a so-called flash EPROM, serves to store suitable software of the 
micro-controller 20. Preferably, the device allows the software in the memory 
20 33 to be upgraded, e.g. by loading new software from an IC card inserted into 
the device. 

An (optional) serial connector 34 serves to provide a direct electrical 
connection, eg. according to the RS232 protocol, with external devices, such 
as computers. This allows the device to be used for computer network 
25 applications, e.g. performing pay menu via the Internet. The (optional) 
signalling unit 25 may be constituted by one or more LHDs. 

The control unit or micro-controller 20 serves primarily to pass card 
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data (Le. commands and card data proper) between the card connector 22 and 
the modem 28. Although the mkro-controUer 20 (and thus the transfer device 
1) is basically transplant in th« card data (Le. card commands and card dau 
proper) are merely passed through, the micro-controUer preferably performs 
5 an adaption of the card data in order to increase the speed at which card data 
are exchanged. This will further be explained whh reference to Fig. 6. 

In Fig. 6, the exchange of card data (commands and dau sent to the IC 
card and their responses) between an IC card on the one hand and a secure 
module of a transaction unit on the other hand is schematically represented. 
10 The IC card may correspond with the card 11 of Figs. 1, 2, 3 and 7, the 
transfer device may correspond whh the device 1 of Figs. I, 2 and 3, the 
transaction unit may be a computer or similar device incorporated in the 
service provider unit 42 of Fig. 7, and the secure module may correspond 
with the Secure Module (SM) 44 in Fig. 7. 
15 in accordance with a further aspect of the present invention, a 

distinction is made between two levels of card commands exchange. Between 
the IC card and the transfer device, a low level exchange takes place: the 
actual card commands and card data are sent to and received from the card. 
As this exchange is performed using electrical signals within the transfer 
20 device 1, the exchange can have a high data rate. Between the transfer device 
and the transaction unit, however, an acoustic path is present (between the 
device 1 and the receiver 13). This section of the connection between IC card 
and secure module usually has a limited transmission speed. For this reason, 
in this section a high level exchange takes place in which several low level 
25 commands are grouped together and are replaced with a single Ugh level 
command. In this way, the transmission time required for a transaction can be 
significantly reduced. 
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As is shown in Fig. 6, the transaction unit may issue a high level 
command (indicated by H). In response to the receipt of this single high level 
command, the transfer device exchanges several low level commands 
(indicated by L) with the IC card. The result of this exchange is sent by the 
5 transfer device to the transaction unit as a single high level command (H). 
Subsequently, this high level command results in the exchange of several low 
level commands (L) between the transaction unit and the secure module. Each 
high level command (H) thus represents a routine comprising a plurality (eg. 
five of ten) low level commands (L). Preferably, the high level commands are 
10 optimized for efficiency by eg, having each commonly used routine 
represented by a single high level command 

Preferably, the transfer device supports two different modes of data 
exchange. In a first mode (indicated by Mode I in Fig.6) the transfer device 
operates as described above: a high level command represents several low 
15 level commands. In a second mode (indicated by Mod e IT in FigV6) a single 
low level command (L) is sent as a high level command (H*) to the transfer 
device, which passes the command as a low level command to the IC card. 
The resulting low level command (L) produced by the card is again sent by 
the transfer device to the transaction unit as a high level command (H*), 
20 which subsequently converts the command back into a low level command 
(L). It will be understood that the high level commands H* merely convey low 
level commands (L). That is, the high level commands H* may e.g. consist of 
a low level command plus an appropriate header. In this way, low level 
commands may be transparently passed to the IC card while using the 
25 structure and/or data protocol of the high level commands. This transparam 
passing has the advantage that low level commands may be used for which no 
high level command is available, i.e. which cannot be grouped in an existing 
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high level command This is especially advantageous as the introduction of an 
IC card with one or more new commands does not neceahaie the upgrade of 
the software of the transaction device. 

Preferably, the transfer device, as well as the transaction unit, is 
5 capable of shifting back and forth between Mode I and Mode II, so that high 
level commands (H) representing a number of low level commands may be 
interspersed with high level commands (H*) merely conveying a single low 
level command 

The (payment) system 40, shown in Fig. 7, comprises a tele- 

10 communication system 41, which can comprise a telephone network. A service 

providing organisation 42 is coupled to the telecommunication system 4L This 

organisation 42 for example is a institution for effecting payments (such as a 

hank) which is arranged for paying in an electronic manner and therefore for 

executing verification procedures. The service provider 42 may not only be a 

15 payment organisation but also a service-providing organisation in general 

(video centre; pizza courier). The transaction unit of the service provider 42 

comprises a secure module (SM) 44 in which payment data and cryptographic 

keys are securely stored It will be understood that for the sake of clarity only 

a single service provider 42 is shown in Fig. 7 but that in practice a plurality 

20 of service providers 42 may be connected to the network 41. 

A telephone set 43, which is also coupled to the telecommunication 

system 41, comprises a receiver 13, Via a device 1 in accordance with the 

invention (which corresponds with the device 1 of Fig. 1), an IC card 11 can, 

when being brought into contact with device 1 of Fig. 1, exchange 
♦ 

25 information with telephone set 43 snd thus with the organisation 42* By means 
of exchanging verification information the identity and access authorization of 
the user of the IC card (verification card) 11 can be checked Also, the 
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authenticity of the card 2 1 may be verified in thii manner. 

It will be understood that whenever "telephone sett" are mentioned in 
this text, these must not only include fixed, but also mobile telephone and/or 
facsimile sets (in general: communication apparatus). Such a communication 
5 apparatus can also be formed by a computer (such as a PC) with a 
microphone. Furthermore, the term "electronic payment transactions'* will 
primarily, but not exclusively, mean remote paying, in other words paying via 
a (tele) communication device. Said paying remotely can for example be 
conducted by a customer at home, or by a customer in his office. The 
10 invention is especially suitable in combination with television broadcasts with 
the possibility of immediately ordering and paying advertised products. 

The IC card mentioned in this text in general will be an eject ronic 
means for effecting payments, having an electronic circuit, arranged on a 
plastic substrate such a* a so-called smart card or chip card. It will, however, 
IS be understood that the IC card ne*tf not have a cardlike shape. It w only 
essential, that the IC card can be used for performing a verification 
procedure, viz. the unambiguous determination of the authenticity and 
possibly also the identity of the card. Thus the access authorization of the 
card and/of the user can be checked ("authentication*). Therefore, the term 
20 "means for effecting payment* must not only include a IC card, but for 
example also an electronic module having an electronic circuit suitable for 
verification purposes. The integrated circuit needed for verification (for 
example a so-called ASIC) can possibly also be arranged in the device in 
accordance with the invention, without a card or such substrate. This can for 
25 example be realised by making an opening in the bousing (compare the slot 8 
in Fig. 1 ) in which an integrated circuit can be inserted in an un -detachable 
manner. This still offers the advantage that the device itself can be realised in 
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a very simple and therefore inexpensive manner. 

A financial transaction, executed with the assistance of the device in 
accordance with the invention possibly not only comprises a payment 
transaction but also a loading (revalueing) transaction, in which the balance of 
5 the IC card is increased instead of decreased. Furthermore, transactions are 
possible in which the device in accordance with the invention is only used for 
verification purposes, and the balance on the card is not decreased It has to 
be noted, in this context, that the mentioned IC card or "payment card" 
actually need not comprise a balance of payments but can also be used only 

10 for verification purposes (verification card). 

Apart from financial transactions, the device in accordance with the 
invention can also be used in other transactions in which an information 
exchange takes place between an IC card and a telecommunication system. 
Thus with the device in accordance with the invention, an IC card, especially 

15 an identification or verification card, can be used with telephonic referenda 
and polls. 

It will be understood by those skilled in the art that the invention is 
not limited to the embodiments represented and that various modifications 
and additions are possible without departing from the scope of the invention. 
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CLAIMS 

1. Device (1) for exchanging data between an IC card (11) and a remote 
terminal (42) via a communication apparatus (43), the device comprising: 

means (22) for connecting with the IC card (11); 
5 - means (23) for acoustically transmitting information to the 
communication apparatus (43); 

means (24) for acoustically receiving information from the 
communication apparatus (43); and 
control means (20), 

10 which means (20, 22, 23, 24) are mutually coupled for the purpose of 
exchanging information between the communication apparatus (43) and the IC 
card (11), characterise in the device is arranged for the transparam 
transfer of data, 

2. Device according to claim l t in which the device (1) is arranged for 
15 communicating with the remote terminal (42) on a first level and with the IC 

card (II) on a second level, each level involving a different data rate. 

3. Device according to claim 2, in which a command of the first level (H*) 
comprises a single command of the second level (L). 

4. Device according to claim 2 or 3, in which a command of the first level 
20 (H) represents one or more commands of the second level (L). 

5. Device according to any of the preceding claims, comprising a 
reprogrammable memory (33). 

6. Device according to any of the preceding claims, provided with a 
keyboard (9; 26) for entering data such as identification codes. 

25 7. Device according to any of the preceding claims, provided with means 
for voice recognition. 

8. Device according to any of the preceding claims, provided with a 
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housing (2) for hind-held use* 

9, Financial transaction, carried oat with a device (1) according to any of 
the preceding claims. 

10. System (40) for electronic payment transactions, comprising a tete- 
5 communication network (41), a service provider (42) which is coupled to the 

network (41), which service provider (42) is arranged for carrying out 
electronic payment orders, a communication apparatus (43) which is also 
coupled to the network (41), an electronic IC card (11) which is arranged for 
secured transactions, characterized bv a device (1) for transparamly passing 
10 data between the IC card (1 l)and die communication device (43). 
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